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Security Requirements Usability
• Security requirements are widely available
• NIST, SANS…

• Vulnerabilities still occur [1]
• Top companies struggle to apply security requirements [2]
• Are the current requirements usable by the human
expert?
• How does security analysts make their security related
decisions?
[1] HP Top cyber Security Risks Report, Hewlett-Packard Development Company, L.P.. Tech. report
[2] Travis D. Breaux, David L. Baumer. Legally “Reasonable” Security Requirements: A 10-year FTC
retrospective. Computers and Security, 30(4):178-193, 2011
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Situation Awareness
•

Situation Awareness (SA) a framework introduced by Mica R.
Endsley in 1988 that “aims to distinguish :
• a user’s “perception of the elements in the environment within a
volume of time and space,
• the comprehension of their meaning,
• and the projection of their status and the near future” during their
engagement with an information system [1].

•

Some fields of SA :
• Military operations, power plants, command and control, aircraft
control
• Adaptive secure systems that are more situation aware [2]

[1] M. R. Endsley, D. G. Jones, Designing for situation awareness: An approach to usercentered design. Taylor & Francis, 2003.
[2] G. Jakobson, “Using federated adaptable multi-agent systems in achieving cyber attack
tolerant missions,” IEEE Int. Multi-Disciplinary Conf. on Cognitive Methods in Situation
Awareness and Decision Support (CogSIMA), 2012, pp. 96–102
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Situation Awareness Stages

M. R. Endsley, D. G. Jones, Designing for situation awareness: An approach to user-centered
design. Taylor & Francis, 2003.
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Theory of Situation Awareness
Going beyond “Usability” of methods and tools
Comprehend meaning
of the cues
Perceive cues
in system artifacts

Project
consequences

Decide how
to mitigate consequences
M. R. Endsley, D. J. Garland, Situation Awareness Analysis & Measurement.
CRC Press, 2000
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Example of SA Stages in Security
• Level 1: Perception of certain cues
• “there is a picture of a firewall here”

• Level 2: Comprehension of the perceived cues
• “the firewall will help control inbound and outbound traffic...”

• Level 3: Projection of future events and
consequences
• “this port allows all public traffic, which makes the network
prone to attacks... ”
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Research Method
• Interviews
•
•
•
•

9 security experts + 2 Pilot
60 minutes, conversational style
Analyze security artifacts (source code , network diagrams)
Encouraged participants to “think aloud”

• Grounded analysis and coding theory to code
transcripts [1]
• Two coders, Cohen’s Kappa for inter-rater reliability
• Final Data Set: 2,595 coded statements.

• Pattern exploration
[1] J. Saldana, The Coding Manual for Qualitative Researchers, SAGE Pubs, 2012.
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Multi-Rater, Coded Security Analysis
Perception

Comprehension

“I don’t see an NTP server on this network, but I know that
Windows Domain Controller can act as NTP, so I am going to
assume that when they install it they’ll probably leave that box
checked because it’s a default option. I think that is probably
happening here.”
Assumption
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Pilot Results
• One advanced expert and one beginner expert
• The advanced expert made assumptions when faced
with uncertainty
• The beginner asked more questions to the
interviewer
• We decided to add more codes to our code set
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Interview Transcripts Coding
• Coded transcripts with the following codes:
•
•
•
•
•
•
•
•
•
•

Perception (P)
Comprehension (C)
Projection (J)
Decision (D)
Uncertain levels: (UP), (UC), (UJ), (UD)
Assumption (A)
Ask Question (Q)
Probe (Pro)
Background (BG)
(NA)

© H. Hibshi 2014

10

Interviews Data Analysis
• We show two contrasting examples (space limitation)
• P3: (404 statements)
• More hands on experience (15+ yrs)
• Less formal education

• P5: (122 statements)
• Less hands on experience (10 yrs)
• More formal education
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Particiapnt's percentage of total statements
coded

Frequencies of Coded Statements
25%
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15%

10%
P3
P5
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0%

*Normalized by the number of statements per participant
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Decision-Making Patterns
• We found variations of the classic SA pattern
(P→C→J→D )
*

Pattern Freq.
P→C→D
2
C→D
9
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Accu.
100%
77%

Participants
P3
P3

C→J

6

83%

P3, P5

UP→UC
UC→A
UC→Q

2
2
1

100%
100%
100%

P3, P5
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P3
P5

Uncertainty Examples
• P3 perceives that a firewall is connected to three
subnets in ND2, but was not about the rules that were
not shown. P3 assumes the following (UC→A):
• {A} Presumably it's gonna have routing rules
about which subnet can talk to which subnet and
which cannot talk to which subnet. {/A}

• P5 (UC→Q):
• {P}So looking at this one,its’ nicely colorized
lines,{/P} {UC}but I’m not sure if it’s to
discriminate the different networks or actually
that they have different semantics such as like
one network is encrypted, one network is nonencrypted.{/UC} {Q} Do people have to have
tunnels on here?{/Q} {Q}Are they all
administrated by the same domain controller?{/Q}
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Tracing Requirements
• P3 had shown better skills at tracing textual
requirements to the Diagram.
• Example: “The company should implement split DNS”
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How Can We Benefit from SA?
• SA gives us a new approach to:
• Evaluate security analysis
• Evaluate requirements presentation
• Evaluate methods and tools

• Experts and novices may command decisions differently
• Recommender systems to nudge novices

• Evaluate how risk could affect security decisions
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Threats to Validity
• Construct Validity
• Mitigation:
• Two raters
• Calculated Cohen’s Kappa (0.6, moderate)

• Internal Validity
• Threats: missing codes due to unspoken thoughts
• Mitigation: Accuracy checks and probing participants

• External Validity
• Grounded theory, we can’t generalize beyond the dataset
• Future follow-on experiments
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Conclusions and Future Research
•

We introduced a systematic method to trace how analysts move
from perceptions and comprehension to projections and
decisions making.

•

We summarized preliminary results in the form of patterns that
could help distinguish novices from experts

•

Future work:
• A new application in the context of security requirements that
provides deeper insights in measurements to distinguish novices
and experts.
• Studying compositionality in experts.
• Uncertainty is an interesting factor to look at
• Use a formal model such as Fuzzy Logic.

© H. Hibshi 2014

18

Questions?
• Thank you
• hhibshi@cmu.edu
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