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Problem Statement

Despite the reported attacks on critical systems, operational techniques
such as malware analysis are not used to inform early lifecycle activities,
such as security requirements engineering

« Operational techniques like malware analysis are typically used for patch
generation — they don’t usually get fed back into the development process.

« Developers of security requirements tend to either start with a blank slate
or with large databases of candidate requirements and use cases.

« Creation and prioritization of security requirements may be done without
the insights gained from analysis of prior attacks, especially those that are
specific to a particular domain.
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Creation of a Vulnerability

% eceeensaeasi % Publlc

Secure Code Flaw
Coding not :
Implemented "2 | O

é ......... - T . W .-

B P
Vulnerability Discovered :
............... - 0% Prlvate
/1N HLF

Overlooked Design Flaw

Requirements

-Code flaws result from lack of secure coding
-Design flaws result from overlooked requirements

-Unknown amount of time needed to discover a vulnerability
- Discovered in software
- Discovered as part of a malware exploit

-If Discovered:

- and made public - Patch it!
- and kept private = Exploit it!
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Malware-analysis Driven Use Case Creation

Analyze Exploiting Determine Determine Create Add to
Malware Vulnerability Design Flaw Overlooked Use Case Database
Sample Requirements

Malware already analyzed by domain expert
» We start process with the analysis results

It's exploiting a vulnerability!
» Get the exploit details
Design or Code Flaw?

If Design, what requirements were overlooked that led to this
flaw?

Create a use case from those requirements and add to DB
» Goal: requirements should prevent this flaw from occurring again
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Process for Creating Use Cases

5.

Obtain the results from completed static and dynamic analysis of a
malicious code sample.

Analyses reveal the malware is exploiting a vulnerability from either
a code flaw or a design flaw.

In the case of a design flaw, the exploitation scenario corresponds
to a misuse case that should be described.

The misuse case is analyzed to determine the overlooked security
requirement and its corresponding use case.

The security requirements statement and corresponding use case
are added to a requirements database.

The requirements database is used in future software development
projects. (Traceability is retained across the steps and usage of
requirements from the database is tracked).
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Case Study - Application
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Case Study - Vulnerability

DroidCleaner

- Trojan malware
« Claims to perform an Android tune-up.
* Sends premium rate SMS messages.
« Uploads data from the Android External Storage area to hacker’s servers.

1. Application installation
b2 =

2. Malware download

i hohre 3. Malware infection
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Case Study — Exploitation Scenario
. Trojan
« Social Engineering to trick user into installing DroidCleaner:
* |nstall software
« Grant access to external storage, internet access
. K-9 Mail configured to store email in External Storage
- DroidCleaner uploads External Storage to hacker server.

. Hacker examines contents. Email contents disclosed:
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Case Study — Misuse Case

Gain Access to Email Contents

K-9 Mail

Access Email— Save Email Contents SEElssCUCUEREEE Download email contents
|
|
User l ! .
<<include>> <«<include>> Compromise phone security
|
|
® |
Manage access Grant /AcCcess to File SEEESTIEEEE! Gain access to email contents

Android
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Case Study — New Requirement

Requirement Number: 1

1.1 Email contents shall be protected from unauthorized access.
Email contents shall be stored in an area only available to the
application (Android Internal Storage default configuration) — and/or —
protected through encryption which cannot be decrypted using data

Requirement available in Android External Storage.
1.2 Processes with access to External Storage shall not have the
ability to view K-9 Mail contents in clear text.
If external storage is selected, a warning message or mitigation, such
as encryption is recommended.

Category Data Protection

Priority High

Cost Medium

Misuse Case MUC2

Rationale

Due to the high risk of data theft malware on Android, it is not safe to
assume data kept on the phone is private, therefore the email contents
must be kept in a form which cannot be read even if the Hacker has
access to the storage location.

Using Malware Analysis

=== Software Engineering Institute | Carnegie Mellon University Nancy R. Mead, August 25, 2014 12

© 2014 Carnegie Mellon University



Discussion

Do specific types of malware exist that are likely to occur in specific
kinds of critical systems, such as control systems?

Does the 6-step process make sense?

Does malware analysis help to identify new requirements for such
systems?

Does malware analysis help to prioritize requirements for such systems?
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